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iOS Isletim Sistemi

iPhone OS ->i0S !'=Cisco I0S
OS X'ten turetilme

iPhone, iPod touch, iPad, Apple TV
Sadece Apple donanimlarinda kullaniliyor




10S Kullanan Donanimlar

iPhone (1G) 4GB
8GB iPhone 3G 8GB iPhone 3GS 8GB
iPhone 4 8GB
16GB 16GB iPhone 3GS 16GB iPhone 4 16GB iPhone 4S 16GB
32GB RGB RGB
64GB
iPod Touch (1G) 8GB iPod Touch (2G) 8GB iPod Touch ‘[4G) 8GB
16GB | 16GB |
32GB 32GB iPod Touch (3G) 32GB R2GB
64GB 84GB
iPad (1G) 16GB iPad 2 16GB
iPad (3G) 16GB
RGB 32GB 2GB
64GB 64GB 64GB
— — — Sople TV (2G) P B TV (3G)
2008 2009 2010 2011 2012
iPhone 1st Generation iPod Touch 1st Generation iPad 2
iPhone 3G iPod Touch 2nd Generation iPad (3G)
iPhone 3GS iPod Touch 3rd Generation Apple TV 2nd Generation
iPhone 4 iPod Touch 4th Generation Apple TV 3rd Generation
iPhone 4S5 iPad (1G) Still produced

* http://en.wikipedia.org/wiki/lOS



Donanim Mimarisi

Mimari

islemci Kullanilan Cihaz
Jenerasyonu
ARM7TDMI ARMv4 iPod
ARM9E ARMv5 Airport Extreme N basestation
ARM 1176JZ(F)-S ARMvV6 iPhone, iPhone 3G, iPod touch
ARM Cortex-A8 ARMv7 iPhone 3GS
Apple A4 (ARM Cortex-A8 CPU ARMVY7 iPad, iPhone 4, iPod touch (4th gen),
+ PowerVR GPU) Apple TV (2nd gen)

Apple A5 (dual-core ARM
Cortex-A9 MPCore CPU, NEON
SIMD accelerator + dual core
PowerVR SGX543MP2 GPU)
Apple A5X (dual-core CPU +
guad-core PowerVR ARMv7 iPad 3
SGX543MP4 GPU)

ARMv7 iPad 2, iPhone 4S, Apple TV (3rd gen)



Donanim Mimarisi

Mimari

islemci Kullanilan Cihaz
Jenerasyonu
ARM7TDMI ARMv4 iPod
ARM9E ARMv5 Airport Extreme N basestation
ARM 1176JZ(F)-S iPhone, iPhone 3G, iPod touch
ARM Cortex-A8 iPhone 3GS
Apple A4 (ARM Cortex-A8 CPU iPad, iPhone 4, iPod touch (4th gen),
+ PowerVR GPU) Apple TV (2nd gen)

Apple A5 (dual-core ARM
Cortex-A9 MPCore CPU, NEON
SIMD accelerator + dual core
PowerVR SGX543MP2 GPU)
Apple A5X (dual-core CPU +
guad-core PowerVR
SGX543MP4 GPU)

iPad 2, iPhone 4S, Apple TV (3rd gen)




i0S Guvenlik Ozellikleri

Code Signing

Stack canaries

Nonexecutable memory

ASLR (full ASLR icin uygulama PIE destegi ile
derlenmeli)

Sandboxing

Data at rest encryption

* Apple IOS 4 Security Evaluation - http://www.trailofbits.com/
resources/ioss_security_evaluation_slides.pdf



10S Uygulamalari

550.000'in Uzerinde iOS uygulamasi, toplamda 25 milyarin
Uzerinde indirilmis
Xcode IDE kuIIanllarak elistiriliyor
Objective C gelistirme (?Ih
Bir cok gelistiricinin Java veya C# gec¢misi var
iI0S uygulama gelistiricilerinin bir cogu C kdkenli olmadigindan, C'de
yapilan hatalardan bir haber
Ozetle her yeni platformda eski hatalar yapiliyor

Ancak Apple tarafindan saglanan kitUphanelerin kullanimi ve iOS
guvenlik onlemleri, gelistirici hatasiyla olusabilecek problemleri

engelliyor(?)
Tipik bir iOS uygulamasi
Kullanicinin cihazinda kurulu
Kullaniciyla etkilesim,
Uygulama sunucusu ve/veya Internet’le iletisim icerisinde



Uygulamanin Cihaza Kurulmasi

IPA paket formati (iOS Package Format)
Sikistirilmig ZIP arsivi

pop-pop-ret:Mobile Applications warex$ file WhatsApp\ 2.6.10.1ipa
WhatsApp 2.6.10.1ipa: Zip archive data, at least v1.0 to extract

H n \J =
Pa ket Igerlgl nnn—-nnn—rat‘Manhile Annliratinne warsv<d

iTunesArtwork
iTunesMetadata.plist

Payload/
Uygulama.App/
SC_Info/
Info.plist



Uygulamalar nereye kuruluyor?

Klasor yapisi ve dosyalar

Kullanici klasoru /private/var/mobile
(/User, [var/mobile alias)

Varsayilan uygulamalar /Applications altinda

Kullanici tarafindan kurulan uygulamalar
[User/Applications i¢erisine kuruluyor

Uygulama klasord
[User/Applications/<app GUID>/<appname.app>



10S Uygulama Denetimi

Kapali kutu testleri (Blackbox testing)
Statik Analiz

Dinamik Analiz
Acik kutu testleri (Whitebox testing)

Kaynak Kodu Analizi



10S Uygulama Denetimi Arac¢ Kiti

Jailbreak’li cihaz

otool, nm

plutil

sqlite3 veya favori SQLite goruntileyici
class-dump, class-dump-z

cycript

GNU Debugger

Hex editor

Favori intercepting proxy yaziliminiz
Xcode



KAPALI KUTU TESTLERI




Dosya Analizi

Uygulama nerede kurulu?

find /User/Applications —iname <AppName>
[User/Applications/<App GUID>/AppName.app/AppName

Padawan:~ root# find /User/Applications -iname evernote
/User/Applications/DF1D2C39-5675-48B6-A7C1-308759D2173C/Evernote.app/Evernote
Padawan:~ root# cd /User/Applications/DF1D2C39-5675-48B6-A7C1-308759D2173C
Padawan: /User/Applications/DF1D2C39-5675-48B6-A7C1-308759D2173C root# 1s
Documents/ Evernote.app/ Library/ iTunesArtwork iTunesMetadata.plist tmp/

AppName.app/ klaséru uygulamanin kendisi ve
calismasiicin gereken bilesenler

Ek olarak Documents/ ve Library/Preferences/
dizinlerindeki dosyalar mutlaka incelenmeli
Diger dizinlerdeki cache dosyalari incelenebilir



Dosya Analizi II:

Ayarlar ve Program Verileri

Ayarlar ve program verilerinin saklandigi dosyalar
SQLite Veritabani
sqlite3 komutu veya cesitli SQLite goruntuleyicileri
sqlite> .tables (veritabanindaki tablolari listele)
sqlite> select * from tablo;

Property Lists (plist)
Property list utility, plutil
plutil —show dosya.plist (Icerigini goruntile)
plutil —convert xml1 dosya.plist (XML formatina cevir)

Di§e"|" dosyalar
“file *” komutuyla klasordeki dosya tipleri gorulebilir



Dosya Analizi II:

Ayarlar ve Program Verileri

® 00

¥ warex — ssh — 147x29

AdvancedSearchButton.png:
CodeResources:
Default-Landscape.png:
Default-Portrait.pnag:

Default.png:

Default@2x.png:
ENCaptchaViewController.nib:
ENNativeRegistrationController.nib:
ENNoteEditor.css:

ENNoteEditor.js:
ENNotebookSharingViewController.nib:
ENPadAudioRecorder.nib:
ENPadPasscodeBackgroundViewController.nib:
ENPadWelcomeScreenController.nib:
ENPhoneWelcomeScreenViewController.nib:
ENPremiumCommerceViewController.nib:
ENResetPasswordViewController.nib:
ENSanitizer.js:
ENSignInViewController.nib:
ENSplashScreenViewController.nib:
English.lproj:
Entitlements-Beta.plist:
Entitlements-Enterprise.plist:
Entitlements.plist:

Evernote:

FBDialog.bundle:

French.lproj:

FullScreenWebView.nib:

ore—(byte 1995)

PNG image data,
symbolic link to

805314562 x 284378236, 0-bit grayscale,
'_CodeSignature/CodeResources'

PNG image data, 805314566 x 396263525, @-bit grayscale,
PNG image data, 805314566 x 396263525, 0-bit grayscale,
PNG image data, 805314566 x 396263525, @-bit grayscale,
PNG image data, 805314566 x 3896263525, 0-bit grayscale,
data
data

ASCII C program text

ASCII text, with very long lines
data

data

data

data

data

data

data

ASCII text, with very long lines
data

data

directory

Apple binary property list

Apple binary property list

Apple binary property list
Mach-0 fat file with 2 architectures
directory

directory

data



Dosya Analizi II:

Ayarlar ve Program Verileri

Neler bulunabilir?
Uygulama bilesenlerini daha iyi anlama
Uygulamaya ait 6zel veritabanlan, bilgiler
Uygulamaya gomuli sifreler vb.

, .= Kullanicilara ait hassas bilgiler
pw
/User/Applications/4 SN /bocuments
# plutil *0ptions
(

"sertan@agmail.com",

1,
0 Sifre

)
#
# plutil *plist |grep —-i user
userName = warex;
userPass = "4
userRealName = "Sertan Kolat";

* 11



Dosya Analizi llI:

Binary Dosyalar

Fat binary

Padawan:~ root# otool -f /Applications/Camera.app/Camera

Padawan:~ root# otool -f /User/Applications/DF1D2C39-5675-48B6-A7C1-308759D2173C/Evernote.app/Evernote
Fat headers

fat_magic Oxcafebabe

nfat_arch 2

architecture 0

cputype 12

cpusubtype 9 |==ss—mip ARMv7

capabilities 0x0

offset 4096

size 5760880

align 2712 (4096)

architecture 1
cputype 12
cpusubtype 6 |-l ARMvV6
capabilities 0x0

offset 5767168

size 5708064

align 2712 (4096)




Dosya Analizi llI:

Binary Dosyalar

Mach-O (Mach object) dosya formati (Standart OS X
program ve kUtUphaneleri)

Temel olarak 3 ana bolimu bulunuyor
Header structure (dosya tipi, hedef mimari vs)
Load commands reader

Data

Load commands

Segment command 1

Segment command 2

Data

T Section 1 data j
é Section 2 data )
‘% Section 3 data T
Section 4 data b
N -
http://bit.ly/mach-o 5 Section 5 data .
(=]
@ .

Section n data m



Dosya Analizi llI:

Binary Dosyalar

Full ASLR destegi var mi?

Padawan:~ root#|otool -vh|/Applications/Camera.app/Camera
/Applications/Camera.app/Camera:
Mach header
magic cputype cpusubtype caps filetype ncmds sizeofcmds flags
MH_MAGIC AR 9 0x00 EXECUTE 34 3756 NOUNDEFS DYLDLINK TWOLEVEL PIE
Padawan:~ root#| otool -vh |/User/Applications/DF1D2C39-5675-48B6-A7C1-308759D2173C/Evernote.app/Evernote
/User/Applications/DF1D2C39-5675-48B6-A7C1-308759D2173C/Evernote.app/Evernote:
Mach header
magic cputype cpusubtype caps filetype ncmds sizeofcmds flags
MH_MAGIC ARM 9 0x00 EXECUTE 45 5080 NOUNDEFS DYLDLINK TWOLEVEL
Padawan:~ root#[otool -arch armvé —vh]/User/Applications/DFIDZC39—5675—4886—A7C1—30875902173C/Evernote.app/Evernote
/User/Applications/DF1D2C39-5675-48B6-A7C1-308759D2173C/Evernote.app/Evernote:
Mach header

magic cputype cpusubtype caps filetype ncmds sizeofcmds flags
MH_MAGIC ARM Ve 0x00 EXECUTE 45 5080 | NOUNDEFS DYLDLINK TWOLEVEL
Info Build Settings
Basic @UD | @LUTTED Levels Q- position
Setting 1 NOPCON
¥ Linking

Don't Create Position Independent Executables No v
vApple LLVM compiler 3.1 - Code Generation

Generate Position-Dependent Code No + m



Dosya Analizi llI:

Binary Dosyalar

Sifrelenmis Binary'ler

Indirilen uygulamalar sifrelenmis oldugu icin, nm,
class-dump-z gibi uygulamalarla analizi mUmkun
olmuyor. C6zUm? Sifrelemeyi iptal etme
Arac kiti:

Jailbroken device

otool

GNU Debugger

dd

Hex Editor



Dosya Analizi llI:

Binary Dosyalar

YELS

* This header is generated by class-dump-z 0.2a.

* class-dump-z is Copyright (C) 2009 by KennyTM~, licensed under GPLv3.
*

* Source: (null)

*/

@protocol XXEncryptedProtocol_52eb%4 <XXEncryptedProtocol_52ebbc, XXEncryptedProtocol_52ebed>
@property(assign) ? XXEncryptedProperty_459b60;
@property(assign) ? XXEncryptedProperty_4592de;
@property(assign) ? XXEncryptedProperty_42b49f;
@property(assign) ? XXEncryptedProperty_42b47f;
@property(assign) ? XXEncryptedProperty_42b45f;
@property(assign) XXEncryptedProperty_42b43d;
-(?)XXEncryptedMethod_3e7e53;
-(?)XXEncryptedMethod_3e79d2;
-(?)XXEncryptedMethod_3e7e37;
-(?)XXEncryptedMethod_3e7a29;
-(?)XXEncryptedMethod_3e77ba;
-(?)XXEncryptedMethod_3e7el4;
-(?)XXEncryptedMethod_3e7b45;
-(?)XXEncryptedMethod_3e7bea;
-(?)XXEncryptedMethod_3e7e0la;
-(?)XXEncryptedMethod_3e7bd4;
-(?)XXEncryptedMethod_3e7e00;
-(?)XXEncryptedMethod_3e7b33;
-(?)XXEncryptedMethod_3e7bba;
-(?)XXEncryptedMethod_3e7b3c;
-(?)XXEncryptedMethod_3e7bc7; III

Mmand

-



Dosya Analizi llI:

Binary Dosyalar
Desifre edilmis uygulama

# otool -l MyApplication |grep cry
cryptoff 4096

cryptsize 520192

cryptid o




Dosya Analizi llI:

Binary Dosyalar

S

* This header is generated by class-dump-z 0.2a.

* class-dump-z is Copyright (C) 2009 by KennyTM~, licensed under GPLv3.
#

* Source: (null)

*/

typedef struct _NSZone NSZone;

typedef struct CGPoint {
float x;
float vy;

} CGPoint;

typedef struct CGSize {
float _fieldl;
float _field2;
} CGSize;

typedef struct CGRect {
CGPoint _fieldl;
CGSize _field2;
} CGRect;

typedef struct _NSRange {
unsigned _fieldl;
unsigned _field2;

} NSRange; m



Dinamik Analiz

GNU Debugger ile calisan uygulama analizi
otool (-tv, -tV) veya IDA Pro ile disassemble
Uygulamaya gomulu sifreler, anahtarlar var
mi?

Ko6tu niyetli aktivite yapan kod bulunuyor
mu?

Cycript ile runtime manipulasyonu

Calisan uygulamaya attach edip, mevcut metodlar
degistirilebilir, varolan metodlar ¢aginlabilir



Dinamik Analiz:

Cycript ile Runtime Manipulasyonu

Hedef Uygulama: Dot Lock Photo

Ozel fotograflarinizi belirlediginiz pattern ile sifreliyor
Dogru pattern girildiginde gizli albUmlerinizi agiyor



Dinamik Analiz:
Cycript ile Runtime Manipulasyonu

ifreliyor
1C1YOr



Dinamik Analiz:

Cycript ile Runtime Manipulasyonu

Hedef Uygulama: Dot Lock Photo

(Desifre edilmis binary 1i¢in class-dump-z ¢iRtisindan bir bolim)

@interface SecurePhotoAppDelegate : NSObject <UIApplicationDelegate,
DotLockPasscodeViewControllerDelegate> {

int wrongAttempt;

int runMode;

int loginPasscodeType;
.. (kesilmistir)
- (BOOL )doSaveNewPasscode: (unsigned)passcode;
- (BOOL )doCancelPasscode;
-(BOOL)isCorrectOldPasscode: (unsigned)passcode;
-(void)initNormalWindow;
-(void)initDecoyWindow;



Dinamik Analiz:

Cycript ile Runtime Manipulasyonu

Hedef Uygulama: Dot Lock Photo

# ps -ef |grep -i dotlock |grep -v grep

501 1674 1 © 0:00.95 »?? 0:03.42 /var/mobile/
Applications/5B27EAD5-9646-48EA-99FB-1C2701349765/
SecureDotLockPhotoLite.app/SecureDotLockPhotoLite

# cycript -p 1674

cy#

cy# var app = [ UIApplication sharedApplication ]
"<UIApplication: ©xl1la64de>"

cy# [ app.delegate doCancelPasscode ]
1

cy#



Dinamik Analiz:

Cycript ile Runtime Manipulasyonu

Bu bolumdeki video'lu,
anlatim sunumdan
cikartilmistir



Dinamik Analiz:

Ag Trafigi Izleme ve Manipulasyon

Uygulama 6zel verileri disariya gonderiyor mu?
Izinsiz gizlilik ihlali var mi?
Degistirilen paketler uygulama ve uygulama sunucusu
tarafinda ne gibi problemler yaratiyor?
Veriler guvenli kanallar Gzerinden mi gonderiliyor?
Uygulamaya hizmet veren servislerin kontrolU

Test edilen uygulamalarin cogu web servisi ile haberlesiyor

Klasik web uygulamalarinda yapilan hatalara devam... kullanici
verileri degistiremez zannedildiginden daha az 6nemseniyor

Web sunucularinda unutulmus gecici dosyalar cogunlukta

Uygulamalar mantiksal saldirlara, veya diger kullanicinin yerine
gecme durumlarina agik



Dinamik Analiz:

Ag Trafigi Izleme ve Manipulasyon

Wireshark, tcpdump vb sniffer ile trafik analizi
Driftnet: TCP baglantilarindan imaj ayiklama
http://www.ex-parrot.com/~chris/driftnet/
Burp Suite HTTP/S intercepting proxy yazilimi
http://portswigger.net/burp/

Canape gibi hazir veya 6zel yazilmis protokol
spesifik proxy yazilimlari ile paket degistirme
http://www.contextis.com/research/tools/
canape/




Dinamik Analiz:

Ag Trafigi Izleme ve Manipulasyon

Burp Suite ve cihaz proxy ayarlari

proxy listeners

nnnnnn g terf invisible redirect t
& |[:8080 | & |  [per-host _



Dinamik Analiz:

Burp Suit

proxy listene

running int

Search Domains

Client ID
Renew Lease
HTTP Proxy
Server 10.55.1.15
Port 8080

Authentication | OFF




Dinamik Analiz:

Ag Trafigi Izleme ve Manipulasyon

Burp Suite ve cihaz proxy ayarlari

proxy listeners

running interface invisible redirect cert
& [:8080 | O |  |per-host |
Settings H Profiles
k4 Airplane Mode
Configuration Profiles
il Wi o

1:26 AM

PortSwigger CA

O . Notifications On Profile

ke Location Services On ]

pO—
PortSwigger CA
¥.¥ Cellular Data m
Provisioning Profiles SR

&ﬁ Brightness & Wallpaper

< <

Ve Nov 8, 2011

w Picture Frame Certificate

General More Details >




Dinamik Analiz:

Ag Trafigi Izleme ve Manipulasyon

Mantiksal Saldirilar

Kimlik Dogrulama | =-— Onay ve
Musteri No/Parola Strong Auth Istedi

4 N\ 4
Gugla Kimlik Uygulamaya Giris

L=
—*
Dogrulama Sifresi . Tamamland
—_—
o=

. \

s 2
Bakiye

( Bakiye Bilgileri A
Goruntuleme

- J .




Dinamik Analiz:

Ag Trafigi Izleme ve Manipulasyon

Mantiksal Saldirilar

Kimlik Dogrulama | =-— Onay ve
Musteri No/Parola o Strong Auth Istegi

Gucla Ki — aya Giris

Dogrulama Sifresi Tamamlandi

Goruntuleme
o

( . } { Bakiye Bilgileri A
Bakiye ———p

-




ACIK KUTU TESTLERI




Kaynak Kodu Analizi

Statik analiz yazilimlarinin iOS uygulama
destegi henUz yok

Kaynak kodunun birebir incelenmesi (manuel)
Xcode IDE icerisinde bulunan static analyzer
|<U||anl|abi|il‘(CIangAnaIyzer) MCEIES Window  Help
http://bit.ly/xcode-static | 7 iy

+  Profile 3|

. Build For P



Kaynak Kodu Analizi

1 ) | NOPCON ' iPhone 5.1 Simulator | m—:/ , Analyze NOPCON: Succeeded | Today at 2:14 PM
Scheme Breakpoints S
@4 = » B mi | €4 > | [ANOPCON NOPCON : | |Supporting Files » |m| main.m main()
3y Type [/
main.m
NOPCON

Created by Sertan Kolat on 5/12/12.
Copyright (c) 2012 __MyCompanyName__. All rights reserved.

#import <UIKit/UIKit.h>

#import "AppDelegate.h"

int main(int argc, char =argv([])

{
char *str = "Wake up community! #mopcomr;
char message([10];

(o strcpy(message, str);
@autoreleasepool {
return UIApplicationMain(argc, argv, nil, NSStringFromClass([AppDeleqga

}



Kaynak Kodu Analizi

M T @ A= » 2 | 4 P ;NOPCON NOPCON Suppeorting Files » |m| main.m main()
wLMPUT U SUILINRNLIU/SUOIRNLIC.TT
A6 By Queue
NOPCON #import "AppDelegate.h"
Paused

¥ ¥ Thread 1

0 _ kill

4 _memset_chk

int main(int argc, char *argv(])
{
char *str = "Wake up community! #nopmmﬂﬁ
char messaqe[10];
V strcpy(message, str); Thread 1: Program received signal: "SIGABRT".
@autoreleasepool {

return UIApplicationMain(argc, argv, nil, NSStringFromClass

1
1 | W — NOPCON » ¥ Thread 1 > [/l 5 main

All Output Clear ) (I0 M0 /N

Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "show warranty" for details.
This GDB was configured as "xB6_64-apple-darwin".Setting environment
variable "MallocStackLogging" to null value.

sharedlibrary apply-load-rules all

Attaching to process 26611.

NOPCON(26611) malloc: recording malloc stacks to disk using standard
recorder

NOPCON(26611) malloc: process 26579 no longer exists, stack logs deleted
from /tmp/stack-logs.26579.NOPCON.Mf286a.index

NOPCON(26611) malloc: stack logs being written into /tmp/stack-logs.
26611 .NOPCON.hK3ns3.index



Tesekkurler!

[letisim
Sertan Kolat
4 sertan@gmail.com

@ sertankolat.com
¥» twitter: @warex



